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final static String PRIVATE_KEY = "SE& & H. -

final static String ALGORITHM_NAME = "RSA";
final static String SIGN_ALGORITHM = "MD5withRSA";

public static void main(String[] args) throws Exception {
JSONObject params = new JSONODbject();
params.put("deviceld","B210211A00101A01");
params.put(“value”,"112.5");
params.put(“time”,"1703150549332");
String data = params.toJSONString();
PrivateKey privateKey = getPrivateKey(PRIVATE_KEY);
String sign = sign(data, privateKey);
params.put(“sign”,sign);

doPost("fR &8t . “params);

}
/IRERB A R

public static PrivateKey getPrivateKey(String privateKey) throws Exception {
//{% P8 decodeBase64 #{THRAL
byte[] decodedKey = Base64.decodeBaseb4(privateKey.getBytes());
PKCS8EncodedKeySpec keySpec = new PKCS8EncodedKeySpec(decodedKey);
KeyFactory keyFactory = KeyFactory.getinstance(ALGORITHM_NAME);
return keyFactory.generatePrivate(keySpec);

}

/%%

public static String sign(String data, PrivateKey privateKey) throws Exception {
byte[] keyBytes = privateKey.getEncoded();
PKCS8EncodedKeySpec keySpec = new PKCS8EncodedKeySpec(keyBytes);
KeyFactory keyFactory = KeyFactory.getinstance(ALGORITHM_NAME);
PrivateKey key = keyFactory.generatePrivate(keySpec);
/1%%
Signature signature = Signature.getinstance(SIGN_ALGORITHM);
signature.initSign(key);
signature.update(data.getBytes());
return new String(Base64.encodeBase64(signature.sign()));
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